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Abstract 
 
The architecture with an emphasis on defensive 
information warfare for distributed intrusion detection 
system is proposed. Multiple entities working 
collectively but independently provide efficiency, real-
time response and distribution of resources. In order to 
effectively address various intrusion threats, the 
architecture combines host-based intrusion detection 
system, network-based intrusion system, and physical 
security with intrusion detection, thereby providing a 
framework for a general-purpose intrusion detection 
system using real-time analysis of audit data.   
  
1 Introduction 
An intrusion is any attempt that compromises the 
integrity, confidentiality or availability of a resource.  
This attempt can be done by outside intruders or inside 
intruders of an organization. Intrusion detection system 
(IDS) seeks to detect the violation of security policy 
(intrusions), preferably in real-time, by monitoring and 
analysing system behaviour. The IDS approach to 
security is based on the assumption that the best efforts 
of prevention will fail.    

IDS aims to detect information warfare attacks that 
intend to exploit, corrupt, deny, or destroy information or 
information resources of an organization or individual 
[4]. Alternatively, IDS attempts to support defensive 
information warfare that aims to defend value of the 
resources or counter the potential loss of value.  Types of 
defences are prevention, deterrence, indications and 
warnings, detection, emergency preparedness, and 
response/incident handling. 

This paper is organized as follows: it starts by providing 
motivation and contribution of the paper in section 2; 
related work in section 3; intrusion management model 
in section 4; the proposed integrated intrusion detection 
architecture (IIDA) in section 5; Incident 
handling/response in section 6; Results in section 7; 
IIDA requirements satisfaction in section 8; Future work 
and final word conclude the paper. 

2 Motivation and contribution  
The number of attacks in network computer systems is 
growing exponentially and there is a high possibility that 

most incidents are not reported, simply because most 
organizations are afraid to lose customers’ confidence, 
thereby giving intruders more chance to continue.  
Intrusion detection is important since preventive-based 
approach for computer and network security is very 
difficult; crypto-based systems, stolen or lost keys cannot 
be defended; and secure system may be vulnerable to 
insiders. 

The original architecture of IDS consisted of two 
components: collection component and analyzer 
component.   The limitation of this architecture is its 
inability to scale up for larger collection. Scalability in 
the proposed architecture is addressed mainly by 
introducing intermediate components between the 
collection components and analyzer components in order 
to form a hierarchy [5].  

This proposed hierarchical IIDA integrates host-audit-
trail, network traffic analysis, and physical security with 
intrusion detection. IIDA provides significant advantages 
that satisfy the requirements for a good IDS [2]. 

3 Related work 
Some distributed IDSs today use a hierarchical 
architecture to deal with scalability limitations, e.g. 
GrIDS, SPI-NET, NetRanger, Intruder Alert, RealSecure, 
Active Security, and AAFID [6,7]. The weakness of 
hierarchical IDS architectures is that they are prone to 
have single points of failure that can easily be discovered 
by an attacker.  

The advantage of the proposed IIDA is its ability to 
provide early warnings for emergency preparedness with 
its ability to recover and respond to attacks. The other 
advantage is the ability of agents to move from one host 
to another to avoid single point of failure. 

4 Intrusion management model 
The primary goal of intrusion management is to prevent 
the consequences of intrusions entirely. Prevention, one 
of the types of defensive information warfare, can be 
addressed by implementing a program of effective 
security controls. In response to the difficulties in 
developing secure systems, a new model called intrusion 
management model has emerged [9] which consists of 
four-step process: avoidance, assurance, detection, and 
investigation. 
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• Avoidance includes all processes that seek to create 
a secure environment e.g. security policy, standards 
and practices, security awareness, incident response 
planning, disaster planning etc. 

• Assurance includes all processes that are done to 
ensure that avoidance processes are followed up.   

• Detection involves intrusion detection in real-time 
and making appropriate response to deal with the 
problem.   

• Investigation is performed when all the previous 
measures have failed. It requires that all relevant 
important information be gathered. 

5 Proposed system architecture 
The most comprehensive strategy of the proposed 
architecture of this paper focuses on the combination of 
host-based technologies, network-based technologies, 
and physical security with intrusion detection. These 
technologies are first deployed separately and then 
combined to form a complete IIDA. Firstly, the 
communication of IDS components is discussed. 

5.1 IDS components 

Multiple agents at the leaf nodes gathers the information 
which is sent to the transceiver that aggregates that 
information, performs abstraction and data reduction and 
then passes the reduced data to the monitor, which 
communicates with the central database manager or user 
interface to provide information and getting control 
commands. Figure 1 shows communication structure of 
these components. 

    

 

 

 

 

 

 

Figure 1: Communication of IDS components 

Agents never communicate directly, but collect 
information and send it to transceiver. In the case of 
concurrent intrusions to the multiple terminals, agents 

communicate with the database manager to ensure real-
time response in order to stop further damage. They can 
evolve over time using genetic programming techniques, 
as suggested in [3]. Host agents can migrate from host to 
host by combining host-based intrusion detection 
architecture and some existing mobile agent architecture. 
This feature allows the agents to migrate from attacked 
host to operational hosts.  

Transceivers don’t communicate directly, but receive 
information from multiple agents and after performing 
data abstraction and data reduction, they send the reduced 
data to the monitors. The advantage of receiving 
information from the multiple agents, transceivers can 
detect and deal with concurrent intrusions, which are 
from single/multiple intruders to a single terminal. 

A monitor can report to another monitor, organized in a 
hierarchical structure, to make the system scalable. 
Redundancy and resistance can be achieved with the use 
of a transceiver that reports to more than one monitor.     

5.2 Host-based intrusion detection architecture 

Host-based intrusion detection systems (HIDS) reside on 
the server and monitor people who already have 
privileged access to the systems. HIDS is important since 
recent studies [1] shows that most of the successful 
intrusions are from people within an organization.  

HIDS, in Figure 2, can be distributed over any number of 
hosts in a network and there can be any number of agents 
in each host.    

 

 

 

 

 

 

 

 

Figure 2: Proposed host-based intrusion detection 
architecture. 

 

Command and control  nodes    Aggregation nodes 

Central da tabase 
 Manag er 

/ User Inte rface 

  Collection nodes 

  transceiver 
monitor 
agent 

 

S e cu re  co m m u n i ca t io n  b e twe e n
h o st 's m o n i to r  a n d  Da ta b a se

I B MC o m p a t ib le

W orkstat ion

D AT ABASE
C entral ised

Audit T rai ls  and
Log s

M anag ement
sys tem

Secure communication between
host' s monitor   and D atabase

Des ktop /S e rver
Desktop/
Server

LAN

a g e n ts

T ra n sce ive
r s

M o n i to rs

96



5.3 Network-based intrusion detection architecture 

Network-based intrusion detection system (NIDS), 
Figure 3, monitor for external abuse and reconnaissance 
attacks by sniffing the network traffic. To ensure their 
effectiveness, they must be positioned properly in the 
network to see all the inbound and outbound packets.  
NIDS is commonly deployed at the access points. In this 
architecture, NIDS sensors are placed in five typical 
deployments, i.e. behind perimeter firewall; inside the 
DMZ; between border routers and perimeter firewall; 
behind internal, departmental firewall; behind 
remote/branch office firewalls.   

Figure 3: Proposed network-based intrusion detection 
architecture. 

5.4 Physical security with Intrusion detection 

Physical security is integrated with intrusion detection as 
shown in Figure 4. Access to the buildings should have 
access control cards linked to IDS to allow only 
authorized individuals an access and report any kind of 
intrusion. Should there be an intruder, an alarm system, 
placed in different positions, can report intrusion to the 
central manager. 

 

 

 

 

 

 

Figure 4: Proposed physical security with intrusion 
detection system. 

5.5 The integrated intrusion detection architecture   

A mechanism is needed to detect a break-in attempt from 
the outside, or a knowledgeable insider attack. An 
effective intrusion detection system detects both types of 
attacks. The proposed integrated intrusion detection 
architecture (IIDA) deals with these attacks by 
combining host-based IDS, network-based IDS, and 
physical security with intrusion detection, see Appendix 
A.  To be effective at catching intruders the following has 
been deployed in IIDA: 

• Hub/switch has been used to segment the network 
into subnets for effective monitoring internal attacks. 

• Each subnet has network sniffer/sensor.  

• Network sensors have been positioned in all kinds of 
possible placements in the network for effective 
monitoring external attacks.   

The proposed IIDA offers a foundation for a machine-
independent approach that can expand from stand-alone 
intrusion detection to a system that is able to correlate 
activity from a number of sites and networks to detect 
suspicious activity that would otherwise remain 
undetected. 

6 Incident handling/response 
This section first discusses the taxonomy of intrusion 
types, and then the response mechanisms, which are 
automated and manual. 

6.1 Hierarchy of intrusion attack 

The attack hierarchy for intrusion detection is illustrated 
in Figure 5.   

 

 

 

 

 

Figure 5: Taxonomy of the intrusion attack 
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of attack against the existence of similar operating 
environments in the network. Stage tracks the phases of 
an attack. Alert level of an attack as proposed in [2] is the 
product of danger and transferability and consists of 
normal state (no notification to other nodes), partial alert 
(notification to relevant nodes), and full alert 
(notification to all nodes).  

Misuse detector and anomaly detector monitor the 
system resources to detect misuse attacks and anomaly 
attacks, respectively. Misuse detection schemes detect 
attacks that are in the form of a pattern or a signature so 
that even variations of the same attack can be detected. 
Anomaly detection schemes observe significant 
deviations from normal behaviour by building up a 
profile of a system being monitored and detecting 
significant deviations from this profile. 

The categories of misuse attacks: existence of changes in 
system state, sequential patterns of events, regular 
expressions patterns of events, patterns that require 
embedded negation and generalized selection. Categories 
of anomaly attacks are activity intensity rate, audit record 
distribution of particular activities, categorical 
distribution of activities, ordinal measurable activities.  

6.2 Automated response 

Automated response is the cheapest and easiest response. 
This form of incident handling should be widely 
practised and, if done wisely and with care, is safe. 
Figure 6 proposes a common intrusion detection 
framework (CIDF). 

 

 

 

 

 

 

 

Figure 6: Proposed common intrusion detection 
framework 

E-boxes detect events, A-boxes receive reports and offer 
intrusion prescription, D-boxes store intrusion reports, 
and R-boxes take the input of the E, A, and D-boxes and  
then respond to the event.   

6.3 Manual response 

Actions to automatically respond on the target and 
attacking host may fail. It is vital, therefore, that a 
manual response be put in place. The following incident 
response guidelines as proposed in [8] are adopted: 

• Capture all relevant intrusion information and 
report the incident to a central incident reporting and 
information service. 

• Notify the manager responsible for the area in which 
the breach occurred. 

• Verify the occurrence of the incident. 

• Apply emergency measures by temporarily 
disconnecting the system from the network. 

• Identify the information and information services in 
the vicinity of the compromise that may be sensitive. 

• Map the information and information services to the 
physical network after determining the current 
network architecture. 

• Analyse the incident in order to determine the 
seriousness of the security breach. 

• Recover from the compromise. 

• Notify external hosts involved in the attacks. 

• Verify whether the steps taken during the system 
recovery and system or network security were 
adequate. 

• Review the process by obtaining the necessary 
feedback to determine the effectiveness of the entire 
effort. 

7 Results 
As there are no benchmarking mechanisms to test the 
effectiveness of IDSs, the functional aspects, security 
aspects, architectural aspects, operational aspects, and 
managerial aspects are used for evaluating the 
performance of the IIDA compared to some IDSs [6]. 
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functionality, which ensures 
that the communication 
between the manager and 
agents is working properly by 
sending heartbeat messages at 
regular interval.     

functionality as well 

Architectura
l 

Operating systems: RealSecure 
(Solaris, NT); Intruder Alert 
(Solaris, SunOs, NT); 
NetRanger (Solaris 2.6). 

Protocols: RealSecure & 
NetRanger (Ethernet, FDDI, 
Token Ring, TCP/IP); Intruder 
Alert (Ethernet, TCP/IP, 
IPX/SPX) 

Operating systems :NT 

Protocols: Ethernet, 
FDDI, Token Ring, 
TCP/IP) 

Operational RealSecure reported network 
overhead of 5-10% 

Intruder Alert reported less than 
5% of computational overhead 

3% communication 
overhead 

4% computational 
overhead 

Managerial All support many-to-many 
relationships (i.e. several 
management consoles can 
manage many distributed agents 

Many –to – many 

One – to – many 

One – to – one  

8 IIDA requirements satisfaction  
The proposed IIDA satisfies all requirements for a good 
intrusion-detection system [2]. 

• Recognition: The IIDA system recognizes initial 
potentially suspect behaviour with the use of Misuse 
Detector and the Anomaly Detector. Distributed 
attacks are recognized by the central data collection.  

• Extensibility: The IIDA system is extensible. The 
new types of attack can be added to the 
implementation of various agents to deal with such 
attacks. 

• Escalating behaviour: The IIDA system recognizes 
escalating suspicious behaviour on a single host or 
across hosts. One or more agents reside in the host 
and they are allowed to evolve over time to increase 
the recognition of escalating behaviour.   

• Flexibility: The IIDA system is flexible. Agent 
could migrate from host to host by combining HIDS 
architecture and some existing mobile agent 
architecture.    

• Response: The architecture takes the appropriate 
action to respond to the attack. Response method is 
contained in the intrusion attack hierarchy. 

• Adaptability: The IIDA system can quickly respond 
to the new forms of attack. New attack types can be 
added to the system without affecting the 

performance of the system. The intrusion attack 
hierarchy provides any addition of attacks types.  

• Scalability: The IIDA system scales as the network 
grows. A hierarchical fashion of the agents, 
transceivers, and monitors makes the system 
scalable.   

• Concurrency: The IIDA system is capable of 
handling concurrent attacks. As transceiver receives 
information from the multiple agents, they can detect 
and deal with concurrent intrusions, which are from 
single/multiple intruders to a single terminal. In the 
case of concurrent intrusions to the multiple 
terminals, agents communicate with database 
manager to ensure real-time response.  

• Resistance to compromise of intrusion software 
itself: The IIDA system protects itself from 
unauthorized use or attack. The use of secure 
communication protects unauthorized use.   

• Manual control: The architecture allows manual 
intervention.  User Interface provides direct 
manipulation of all objects in the architecture.  
Central manager receives data from monitors and 
then take appropriate actions. 

• Efficiency and reliability: Since the transceiver 
may report to more than one monitor, the failure of 
one of the monitors will not affect the performance 
of the system. The evolvement of the agents in the 
host over time provides efficiency, because when 
any agent goes down, the system will still run as 
normal.    

9 Future work 
Because intrusion detection has become a mature 
industry and a proven technology, nearly all the easy 
problems have been solved. Therefore, future intrusion 
detection research is expected to focus on relatively 
unexplored areas such as: 

• Mechanisms of attack response. 

• Systems to trace attackers. 

• Developing benchmarking mechanisms in order to 
test the effectiveness of IDSs. 

• How can the IDS itself be protected from attackers. 

• The use of mobile agents to do intrusion detection 
for performance enhancements, IDS design 
improvements, and response improvements. Without 
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mobile agents, it is unlikely than an IDS could get 
enough access to an attacker’s host in order to 
initiate responses.  

10 Final word 
An integrated intrusion detection architecture has been 
proposed to support defensive information warfare. It has 
been shown to satisfy the requirements of a good 
intrusion detection system. Future research of intrusion 
detection is converging towards a model that is a hybrid 
of the anomaly and misuse detection models; it is slowly 
acknowledged that neither of the models can detect all 
intrusion attempts on their own. This approach has been 
successfully adopted in the proposed integrated intrusion 
detection architecture for defensive information warfare. 
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Appendix A:  Proposed integrated intrusion detection architecture.
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