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Abstract
The National Online Vehicle Identification System (NO-
VIS) uses metallurgical fingerprints as features to ver-
ify the identity of a vehicle as proposed by De Kock in
his South African patent [1]. The candidate algorithm
selection process, initial classification results for a lim-
ited dataset as well as a recommendation of the most ap-
propriate algorithms for use in the NOVIS project were
presented in [2, 3]. This paper extends the results pre-
sented earlier by using the recommended algorithms to
perform various experiments to extract the optimal veri-
fication threshold. Results are presented from the experi-
ments as conducted on a much larger and more appropri-
ate dataset. Verification results are excellent, indicating
the power of metallurgical fingerprint as unique features.
Keywords: metallurgical fingerprint, Fourier transform,
wedge-ring detector, nearest-neighbour classifier.

1. Introduction
The NOVIS (National On-line Vehicle Identification
System) project1 investigates the feasibility of using the
so-called metallurgical fingerprints (unique features as
extracted from various locations in and around the vehicle
e.g. the engine block and welding signatures on doors) as
features to verify vehicles [4, 5, 6, 3, 7, 8].

It is envisioned that the NOVIS system will be a useful
tool in combating vehicle theft by maintaining a reposi-
tory of vehicle identities and features as well as verifica-
tion software. Traffic centers will be equipped to capture
images from a vehicle, extract the feature vectors, com-
municate with the repository where verification will be
done, where after the verification result is returned to the
center. The reasoning for using these kind of features is
to be able to still verify the identity of a vehicle even if
number plates or other common identifying marks have
been removed.

Using metallurgical fingerprints as features to verify
the identity of a vehicle is quite a novel approach (as
illustrated by the fact that a South African patent was
awarded [1] to the concept). Vehicle verification is nor-
mally done through number plate recognition [9, 10] or

1The support of this work by DACST Innovation Project #23216 is
gratefully acknowledged.

engine and chassis numbers. Unfortunately these identi-
fying features are easy to remove, thus masking the true
vehicle identity.

This paper presents results obtained from experiments
conducted on an extended dataset of 100 vehicles (as
compared to the 8 vehicles in the initial experimental pro-
cess (as described in [2, 3])). The previously suggested
approach uses features extracted from the frequency do-
main through a wedge-ring detector [11] from histogram
equalized images.

In Section 2 we describe the metallurgical fingerprints
and present sample images of them. This is followed in
Section 3 with a description of the approach we used to
calculate the optimal threshold. We also present and dis-
cuss various results including verification results. Finally,
we present a conclusion in Section 4.

2. Metallurgical fingerprints
During the manufacturing of the various components of
a motor vehicle, unique features are introduced. These
may be the varying texture created by the casting process
of the engine block or various welding signatures on the
doors and other areas of significance. In total five differ-
ent locations on a vehicle were used to extract the met-
allurgical fingerprints. These locations are: the left and
right hand sides of the engine block, a welding as well as
a glue region on the vehicle chassis and finally a welding
region from the left hand side front door.

Figures 1 to 5 depict typical images of these five loca-
tions.

3. Experimental approach and results
As reported in [2, 3] an extensive process was followed
to determine the most appropriate image preprocessing
and classification algorithms for use with the metallur-
gical fingerprints. It was recommended that a nearest-
neighbour classifier [12] with features extracted from the
frequency domain [13] using a wedge-ring feature extrac-
tor [11] on histogram equalized images [14] be used for
classification, from where a verifier could be constructed.
Unfortunately, results reported earlier used a very small
dataset (only 200 images as obtained from eight vehi-



Figure 1: Location 001 – Left hand side on head

Figure 2: Location 002 – Right hand side on head

Figure 3: Location 003 – Weld on chassis

Figure 4: Location 004 – Glue on chassis

Figure 5: Location 005 – Left hand side front door



cles), thus preventing the realistic testing of both clas-
sification as well as verification experiments. The expe-
riments reported in this paper were conducted on a newly
generated dataset consisting of 2500 images (100 vehi-
cles) allowing for more realistic results.

The following subsections present the approach fol-
lowed to build a verifier as well as results on classification
experiments and verification experiments using a dataset
consisting of 100 vehicles (each vehicle having 5 samples
for each of the 5 locations for a total of 2500 images).

3.1. Experimental approach

The characteristics of each location vary greatly between
locations. As such, feature vectors optimally separat-
ing locations in feature space will also have different di-
mensions (varying numbers of wedges and rings). Clas-
sification experiments were conducted to determine the
feature vector combination (in terms of the number of
wedges and rings) with the highest correct classification
for each location. These results are presented in Sec-
tion 3.2. Using these optimal feature vector dimensions a
set of experiments were conducted to determine the veri-
fication threshold for each location. Results are presented
in Section 3.3 depicting the False Reject Rate (FRR) and
False Accept Rate (FAR) from which the various opti-
mal thresholds are extracted [15, 16]. These thresholds
(a different one for each location) are then used in a final
verification experiment (Section 3.4).

3.2. Classification

The classification experiments were conducted on a
“leave-one-out” scheme where 5 different experiments
were conducted for each location, but with each experi-
ment using a different sample as test sample and the other
four as training samples. Results presented are averaged
over the five “leave-one-out” experiments. Experiments
were conducted for a varying number of wedges and rings
(resulting in a different length feature vector) for each lo-
cation to determine the optimal feature vector length for
each location.

Figures 6 to 10 display the average classification re-
sults while varying the dimension of the feature vector
(by changing the number of wedges and rings) for each
location.

From Figure 6 the optimal feature vector length for lo-
cation 001 is 48 (21 wedges and 27 rings) with a classi-
fication rate of 92%. The optimal feature vector dimen-
sions as well as classification results are presented in Ta-
ble 1.

3.3. Threshold calculation

Using the optimal feature vector lengths from the spe-
cific wedge-ring combination for each location, the dis-
tance between each vehicle’s “a,b,c,d” samples and the
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Figure 6: Location 001 – Classification

 80

 85

 90

 95

 100

 10  20  30  40  50  60  70

Cla
ssi

fica
tion

 %

Feature vector dimension

Location 002

Figure 7: Location 002 – Classification
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Figure 8: Location 003 – Classification
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Figure 9: Location 004 – Classification
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Figure 10: Location 005 – Classification

Location 001 002 003 004 005
Wedge/Ring 21/27 35/27 15/19 15/11 15/19
%Correct 92 95 95 95 94

Table 1: Best classification results for each location and
wedge-ring combination

“e” sample were calculated. Then using these distances
and a varying threshold, the False Accept Rate (FAR) and
the False Reject Rate (FRR) were calculated to determine
the Equal Error Rate (ERR) which results in the optimal
threshold for each location [15, 16].

Figures 11 to 15 depict these ratios. By perusing the
graphs the various optimal thresholds for each location
are 0.033, 0.027, 0.017, 0.08 and 0.018.
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Figure 11: Location 001 – False Reject Ratio (FRR) /
False Accept Ratio (FAR)

3.4. Verification

Using the various thresholds for each location a verifica-
tion experiment was conducted. A vehicle was accepted
as being correctly verified if three or more locations were
correctly accepted. Using this criteria all 100 vehicles
(the “e” samples for each location) in our training set
were correctly verified, while only three out of 9900 pos-
sibles were falsely accepted. Experiments were also con-
ducted on a test set which was generated separately from
the training set. Results were exceptional with all vehi-
cles in the test set correctly verified.

4. Conclusion
This paper presented new results as obtained from a new
and much larger dataset for the NOVIS project using the
approach proposed in [2] (it was recommended that fea-
tures as extracted from the frequency domain using a
wedge-ring feature extractor on histogram equalized im-
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Figure 12: Location 002 – False Reject Ratio (FRR) /
False Accept Ratio (FAR)
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Figure 13: Location 003 – False Reject Ratio (FRR) /
False Accept Ratio (FAR)
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Figure 14: Location 004 – False Reject Ratio (FRR) /
False Accept Ratio (FAR)
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Figure 15: Location 001 – False Reject Ratio (FRR) /
False Accept Ratio (FAR)

ages be used). This paper extends the results as presented
previously by performing additional experiments to de-
termine the optimal thresholds for the various locations.
Using these thresholds, excellent verification results were
obtained with all vehicles being correctly verified. These
excellent results illustrate the power of the metallurgical
fingerprints and its applicability to uniquely verify the
identity of a vehicle.
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