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Abstract 
Internet worms are capable of quickly 

propagating themselves by exploiting 
vulnerabilities of software running on hosts that 
have access to the Internet.  Once these worms 
have infected a computer, they have access to 
sensitive information on the computer, and are 
able to corrupt or retransmit this information. 
This paper describes a method of predicting 
Internet instability due to the presence of a 
worm on the Internet, based on information 
currently available from global Internet routers.  
A neural network is trained to predict anomalies 
in the number of router messages received by a 
router.  The output from the network can help to 
provide an early warning for the presence of a 
worm. 

1. Introduction 
The rapid spread of worms leads to a sudden 

increase in Internet network traffic, which can 
have a direct impact on the stability of the 
Internet as a whole.  Due to the widespread use 
and reliance by many businesses on the Internet 
for generating revenue, a worm is able to cause 
extensive downtime of infected hosts, as well as 
making the Internet inaccessible even for those 
hosts that are not infected. 

Many tools are available to prevent the 
spread of viruses and worms.  This project 

assumes that worms will continue to be written 
and effective regardless of these tools, and deals 
with the early detection of a worm that is 
already causing Internet instability. 

The Border Gateway Protocol (BGP) is the 
current Internet standard for routers to exchange 
routing information, which relies on the TCP 
protocol for network transport of these routing 
messages.   From existing research [1, 2, 3, 4], it 
has been shown that this routing information 
can be used to distinguish traffic caused by a 
worm from that caused by large-scale network 
outages (such as the World Trade Centre attacks 
on 11 September 2001). 

A neural network has been trained to predict 
the presence of a worm on the Internet, by 
observing the behaviour of a global Internet 
router.  By training the network to recognise 
normal routing behaviour, it is able to 
distinguish unusual behaviour, specifically that 
of an active worm.  This forewarning could 
significantly limit the impact of a worm, 
reducing the impact to productivity caused by 
Internet instability. 

This document provides background on the 
BGP protocol, worms and novelty detection 
using neural networks.  This is followed by the 
method taken to train the network, and the 
results that have been obtained.  



2. Worms 
A worm is a program that can run 

independently and can propagate a fully 
working version of itself to other machines [5 
p.3].  The main difference between a virus and a 
worm is that a virus attaches itself to a file or 
program, whereas a worm is capable of running 
independently.  A worm spreads complete but 
possibly mutated versions of itself to other 
computers.  It achieves this by exploiting holes 
in an operating system [6], or relies on users to 
infect the computers (such as email worms 
which rely on users to open attachments). 

Even with countermeasures such as anti-virus 
and intrusion detection software in place, 
viruses continue to exist.  New versions of 
operating systems and software are continuously 
being released, each possibly providing new 
ways for a virus or worm to spread.  
Additionally, worms and viruses that rely on a 
user for propagation will have a certain level of 
success.  Even though anti-viruses do control 
the spread of worms, they are only effective 
after some spread and possible damage has been 
done.  Not all computers have anti-virus 
software installed, or have the latest virus 
patterns.  In the case of the CodeRed II worm, it 
took sixteen weeks for most hosts to fix the 
vulnerability, and thousands of systems were 
not patched six weeks later [7]. 

The cost effect of worms and viruses is 
difficult to estimate, since it is a combination of 
the time spent analysing and patching the 
problem, as well as the loss of productivity by 
end-users who are unable to use their computers 
or the Internet.  The effect of worms in the 
public and private sector has been estimated to 
cost millions of dollars.  The CodeRed worm 
which spread on 19 July 2001, together with 
subsequent strains, caused approximately $2.6 
billion [8].  The estimated cost of SQL Slammer 
was estimated at $1 billion [9]. 

The rate at which worms spread is largely 
dependant on their means of propagation and 
the number of possible hosts that are susceptible 
to the worm.  A worm relying on users to open 
attachments will spread slower than a worm that 

immediately replicates itself once it is present 
on a computer.  Also, since the worms exploit 
vulnerabilities in specific software or operating 
systems, only these systems are susceptible to 
being infected by the worms.  Other systems 
that can’t be infected are still able to transmit 
the worm, as in the case of a worm that affects 
only Windows systems using email, but can be 
relayed by other operating systems which 
forward the emails.  The following is an 
indication of the speed at which worms are able 
to spread: 

• The CodeRed II worm required less than 
14 hours to reach its saturation of more 
than 359,000 infections, with the worms 
spread peaking at just over 2,000 
infections per minute [7]. 

• The SQL Slammer worm targeted a 
buffer overflow vulnerability in 
computers running Microsoft’s SQL 
Server.  The worm infected at least 
75,000 hosts over a period of 
approximately 10 minutes [10]. 

3. Routing and BGP 
Routing provides a means of transporting 

data packets from a source to a destination.  A 
router is a physical device with many network 
connections, used for transferring data packets 
as well as determining which path to use for 
sending these packets.    Each router has several 
routing tables, which are used to determine the 
next device to send packets to, based on each 
packets final destination.  Routing protocols are 
used for inter-router communication to establish 
these routing tables.  This project is focussed on 
global Internet routers, which relay traffic for 
the entire Internet. 

Due to the dynamic state of the Internet 
(routers are continuously added, routers go 
offline temporarily), the routes between 
endpoints within the network are continuously 
changing.  These route changes are propagated 
using control messages sent between the routers, 
so the more IP addresses available the more the 
overhead load on the network.  For these 
reasons, the Border Gateway Protocol (BGP) is 



used as the standard for routing throughout the 
Internet [11]. 

It is infeasible for a router to store the routes 
between all source and destination and IP 
addresses for the Internet, due to the number of 
IP addresses available on the Internet.  Instead, 
BGP stores only the routes between 
Autonomous Systems. 

Autonomous Systems are made up of a 
network or group of networks that have a 
common administration and common routing 
policies [12].  This grouping allows for several 
IP addresses to be represented by a single 
Autonomous System, which greatly simplifies 
the number of routing entries that each router 
must hold, since groups of IP addresses are 
stored together rather than individual values. 

Four types of messages are used by BGP for 
exchanging information between routers [12]: 

• Open 
• Update 
• Notification 
• Keep-Alive 
These messages are relevant only for routing 

status and update information, and are 
independent of the data being sent between the 
routers.  The message that is most relevant for 
this research is the Update message.  BGP 
routers send Update messages to exchange 
network accessibility information, such as when 
a new router is present that causes the router to 
change its routing paths.  These changes are 
what are propagated to the surrounding 
networks.  Two specific types of Update 
messages are important for the neural network: 

• Announcement messages which inform a 
router that a new route is available. 

• Withdrawal messages indicate that a 
previously available route has become 
unavailable. 

Routers use these messages combined with 
several configuration parameters to determine 
the routing table entry used between the 
Autonomous Systems. 
 

4. Neural Network for Novelty 
Detection 

Artificial neural networks are expert systems 
based on modelling of the human brain [13].  
These networks consist of an input and output 
layer which is specific to the system, as well as 
a hidden layer consisting of several neurons that 
are trained using a set of training data.  Once a 
network has been trained it can be used to 
generate outputs for new input datasets.  All 
data applied to the input layer of a neural 
network should be normalized to the range of 
either [-1:1] or [0:1], to ensure that the network 
uses data within the same range. 

One method of distinguishing normal 
behaviour from novel behaviour is the use of an 
autoencoder [14].  An autoencoder consists of 
an input and output layer with the same number 
of inputs and outputs, combined with a narrow 
hidden layer.  The network is trained using only 
positive examples (i.e. standard behaviour), 
with the training data using the same inputs and 
outputs.  The hidden layer attempts to 
reconstruct the inputs to match the outputs, 
which minimizes the error between the inputs 
and the outputs when non-novel data is 
presented to the system.  The network uses a 
narrow hidden layer, which forces the network 
to reduce any redundancies, but still allows the 
network to detect non-redundant data.  An 
example autoencoder is shown in Figure 1. 

 
Figure 1.  Example of an autoencoder neural network, 
with four input and output nodes, and two hidden nodes.  
The inputs and outputs used for training are identical. 

The test data that is to be searched for novel 
behaviour is presented to the trained network.  
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The measure of novelty for each input set is 
then given by the mean-square error: 
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where n is the number of inputs and outputs, 
tn is the nth output and in is the nth input. 

The network gives a low error for input 
datasets similar to the training data, but gives a 
high error for data that is significantly different 
to the original training data.  It is then possible 
to set a threshold for the maximum error before 
the data can be classified as novel. 

5. Method 
Existing research on the effect of worms on 

global Internet routers has shown that worms 
cause Internet routing instability [1, 2].  Based 
on the analysis in [1, 3, 4], it is evident that 
worms have a distinguishable effect on the 
number of Update messages sent between BGP 
routers.  Figure 2 and Figure 3 shows a marked 
increase in the number of announcements (BGP 
Update messages) caused by the Nimda virus.  It 
is interesting to note that the Baltimore train 
wreck which severed several large fibre links on 
18 July 2001, and the wide scale internet 
outages from the World Trade Centre attack on 
11 September 2001 don’t feature on this graph. 

 

 
Figure 2.  Number of BGP Update messages received by 
a router from June – September 2001.  The arrow the 
increased router messages caused by the Nimda worm 
(September 2001).  This data has been extracted from 
archives of a router based in Amsterdam, and each dot 
represents the total number of Update messages 
(announcements and withdrawals) in 15 minute time 
period. 

 
Figure 3.  Number of BGP UPDATE messages received 
on 19 September 2001 (GMT).  The sudden increase is 
due to Internet instability caused by the Nimda worm. 

The neural network inputs were based on the 
data shown in Figure 2, but using the total 
number of announcement and withdrawals for 
each fifteen minute interval separately.  Fifty 
inputs were used for the number of 
announcement messages, starting with the 
number of router announcements for the current 
time period, and then each subsequent input for 
the number of announcements for the fifteen 
minutes prior to the previous time period.  This 
provides the network with the trend of the total 
announcement messages for the current and 
previous time periods.  Another fifty inputs are 
used for the number of withdrawals for each 
fifteen minute time period, in the same manner 
as for the announcement inputs. 

The network was trained using a period 
which showed no significant worm activity in 
the dataset shown in Figure 2.  The network was 
configured for the novelty detection method 
described previously, using the Scaled 
Conjugate Gradient method to optimize the 
network weights, which was used due to the 
method’s computational efficiency and 
expediency [15].  As expected for the 
autoencoder network configuration, the mean-
square error between the training inputs and the 
actual network outputs was minimal.   

The mean-square error between the network 
inputs and outputs for September 2001 are 
shown in Figure 4, for which it is known that 
the Nimba worm significantly impacted the 



Internet.  The graph clearly indicates when there 
were increases in network instability, with the 
largest spike corresponding to the instability 
caused by Nimda. 

 
 

 
Figure 4. Graph of mean-square error for the trained 
neural network for September 2001.  The largest spike 
corresponds to the effect of the Nimda worm, which 
appeared on the Internet on 19 September 2001. 

6. Conclusion 
This project extends from previous analysis 

which found that the additional load caused by 
worms corresponds to the number of BGP 
messages sent between routers.  Based on initial 
findings, it appears that a single router can be 
used to train a neural network to predict the 
presence of Internet instability caused by a 
worm. 

From previous incidents of worms, it has 
been seen that worms are capable of causing a 
large amount of damage simply through their 
propagation.  Antivirus software and intrusion 
detection will continue to improve, but are 
limited in their ability to detect novel worms. 

By providing an earlier warning of a 
potential worm, virus experts will be able to 
start analysing exploited system vulnerability 
earlier.  This allows for reducing the effects of a 
worm, by making patches available earlier and 
alerting uninfected network administrators 
about the threat. 
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