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Abstract—Visual password schemes, and in particular the
Passfaces type of scheme, have some weaknesses. They are
susceptible to shoulder-surfing, bias in image selection and
the selection of easy to guess pictures. In addition, there are
infrastructural limitations, like large picture databases, network
speed and database security issues. In this paper, we present a
novel approach to the Passfaces type of visual password scheme
using dynamically generated pass-images and carefully selected
distractors, instead of static pictures stored in an online database.
All the images used in this study were generated using tree
grammars. The similarity of the grammatically generated images
was empirically determined by means of an online perceptual
similarity study, involving 661 respondents and 50 images. The
results of the online survey were then modelled using the tree
edit distance measure. This was done to facilitate the automatic
generation of images that are very similar to, but not identical to,
a chosen image. In a visual password scheme these similar images
can be used as distractors for the chosen image. The results from
the studies were then used in the design of a prototype visual
password scheme. The resulting prototype should overcome most
of the limitations in the Passfaces category of visual password
schemes.

I. INTRODUCTION

Authentication systems have become part of our everyday
lives. We need authentication to access some web sites, our
emails, Automated Teller Machines (ATMs) and our computer
systems. Information can be remembered in one of two ways:
recall and recognition [1]. Authentication schemes can be
broadly categorised into three main types [2]. “What you
have” or token based authentication schemes rely on physical
objects in your possession to gain access, eg ATM cards. “Who
you are” or biometric authentication relies on physiological or
biological uniqueness, like fingerprint or iris scan, to grant
access to a resource or system. The above two methods
require additional hardware and software which may be quite
expensive. Also, individuals have been found to be resistant to
giving out their bio-data, as, once stolen, it is stolen for life.
The third category of authentication system depends on “What
you know” and is usually dependent on the ability of the user
to recall or recognize the information. Examples of this class
of authentication are PINs (Personal Identification Numbers)
and alphanumeric based passwords.

The problem with alphanumeric based passwords has al-
ways been the need to balance security and ease of use [3].
Most users choose simple passwords that are easy to remember
but are not secure [4]. Secure alphanumeric passwords should
be long and contain a mixture of digits, special characters,

capital and small letters. However, the more secure such
passwords are, the more difficult they are to remember and
the less easy they are to use.

Psychological theories have long proposed that forgetting is
due to decay as a result of the passage of time and to interfer-
ence between new and old items in memory [5], [6]. There are
two types of memory interference: retroactive interference in
which new items in memory disrupt existing items in memory
and proactive interference in which new items in memory are
disrupted by existing ones. Retroactive interference has been
advanced as the more relevant to everyday forgetting, like the
inability to recall passwords [6].

Visual or graphic passwords are an attempt to solve this
problem. It has been shown that recognition based authen-
tication systems, like the Passfaces type of visual password
schemes, are easier to use or remember [7], [8]. Alphanumeric
based schemes are based on recollection and as such can
be difficult to use or remember [9]. Passfaces type visual
password schemes depend on a user selecting graphic objects
from among other graphic objects in a specified order and are
fast becoming accepted as a better alternative to alphanumeric
passwords. The first known mention of a graphical password
scheme was in a patent [10].

This work aims at using formal grammars, specifically
tree based grammars, in the generation of similar graphic
images for visual password authentication. In doing this, the
idea of similarity of graphic images will be examined, along
with attributes possessed by images that can be said to be
mathematically similar.

In summary, the contributions of this paper are as follows:

• This is the first time dynamically generated images
are being used in the design of a prototype visual
password scheme

• This is the first time a grammatical picture generation
approach, or more specifically, a tree based grammat-
ical picture generation approach, is being used in a
prototype visual password scheme

• This is the first time the tree edit distance measure is
being proposed as a selection mechanism for obtaining
the best set of distractor images in a visual password
scheme.

This paper is structured as follows. Section II introduces
the various types of password schemes, with a highlight of tree



grammars and the tree edit distance measure used in this study.
Section III covers both the experimental procedures used in this
research and the discussion of the design and implementation
of a prototype of the visual password scheme. Section IV
concludes the paper and highlights areas for further research.

II. BACKGROUND TO THE STUDY

This section discusses visual password schemes and the
two research areas brought together to design the prototype
used in this study, which are grammatical picture generation
and the tree edit distance measure.

A. Alphanumeric and visual password schemes

Alphanumeric password schemes are the most widely used
type of authentication methods. Secure or strong alphanumeric
passwords are not easy to remember. There is thus a conflict
between security and ease of use. It has also been observed
that users even give away their passwords to colleagues to
help cover for their absence from the office [11]. Also, a large
percentage of users decide to write down their passwords [11],
more so when passwords to remember are many and are not
used on a regular basis [3]. A study also shows that some
users use pets’ and family members’ names [3]. In addition,
colleagues find it socially difficult to hide their passwords
when authenticating in the presence of their colleagues, so
as not to give the impression of distrusting them [12].

Alphanumeric passwords can be eavesdropped, written
down and stolen, shoulder surfed, hacked both through dic-
tionary attacks and brute force attacks. A case study has
shown that 25% of alphanumeric passwords can be guessed by
using a relatively small dictionary [13]. The reasons mentioned
above led to the development of visual passwords as a better
alternative to alphanumeric passwords.

The major types of visual password schemes will be
reviewed next. Most of them have undergone modifications
by different researchers, who have given their adaptations new
names.

1) Passfaces: This method originated with [14]. In this
method, the user selects some faces (e.g. four) from a large
number of available faces stored on a server. On login, the
user is presented with a three-by-three matrix of faces. One of
the faces is part of the user’s password, while the others act
as decoys. The user touches a face to select it and the system
displays the next set of faces. The challenge-response cycle
continues until the user has selected all (four) faces and it is
at this point that the user passes or fails authentication.

The main concerns regarding Passfaces have to do with
usability and security. Usability has to do with the network
speed required to load pictures and is becoming less of a
problem as network speed increases. A security concern is the
ability of people to memorise your pass-image by looking over
your shoulders, referred to in the literature as shoulder-surfing.

There are a number of other security issues with the
Passfaces type of authentication, one of which has to do with
the fact that the user has to physically touch or indicate the
face that they are selecting, which may make it vulnerable
to shoulder-surfing [15]. However, a number of methods to

counter shoulder-surfing in this and other visual password
schemes have been proposed [11], [12], [16]–[20].

For example, [20] proposed Recognition-Based Sequence
Reproduction in four ways (RBSR4). One unique idea sug-
gested by this approach is the addition of four scanning
directions (4-ways) and dates in the choice of pass-images.

Kim et al [12] came up with the Pressure-Grid system
for multi-touch table-top environments. This method relies
heavily on the technology being used in vision based multi-
touch systems, which can obtain the size of the finger contact
(or blob) detected by the camera. Changes in finger pressure
are readily apparent to the tracking systems, but are very
difficult for observers to discern. This is further improved
by the fact that increasing pressure on less dexterous fingers
(i.e. little finger), causes involuntary movements on other
fingers that is likely to add to the confusion of the observer.
The authors compared their method using the four ways of
countering shoulder-surfing: reducing visibility, subdividing
actions, dissipating attention and transforming knowledge. The
authors tested Pressure-Grid using various finger positions and
four authentication methods for their tests: basic (unshielded)
PIN, basic (unshielded) faces, Pressure PIN and Pressure faces.
It was observed that Pressure-Grid was the best, with no
shoulder surfer succeeding against this method.

In discrete wavelet transform (DWT) [19], a pass-image
is faintly printed on a decoy image, which the legitimate user
close to the screen can easily see, but which someone not close
to the screen cannot recognize as the pass-image.

2) Draw-a-secret: In this method, the user draws a symbol
on a screen that is divided into grids. The symbol is not actu-
ally stored, but instead the strokes (e.g. up, down movements)
and the intersections with the various parts of the grid are
stored. There is a little bit of tolerance as the user does not have
to reproduce the exact strokes he registered as his password.
Although, Van Oorschot et el. [21] built a number of predictive
models that succeeded in breaking this scheme, they also made
a number of suggestions on how to improve it [22].

3) Passpoints: In this scheme, a user clicks on a number
of points on a preselected image. The image must not have too
few points or the password can be easily guessed. Secondly,
the image must not have too many points, otherwise the user
will get easily confused. The image used must also not have
hotspots. These are areas that stand out in the picture and
are obvious candidates to be used as Passpoints. A number
of automated brute force attacks have been known to succeed
with cracking this method [23]–[26]. Methods have also been
designed to counter shoulder-surfing when using this method
[27], [28].

4) Cued click points [29]: This method differs from the
previous one in that one point per image is used and the user is
authenticated by being presented with many images or rounds.
This is supposed to increase entropy or password space over
Passpoints. The authors also came up with another variant,
called persuasive cued click points [30].

5) Convex Hull Click: In this method a number of icons
are preselected as the password. During authentication, the
user is presented with at least three of his pass-icons along
with tens of other decoy icons. Users are supposed to draw an
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Fig. 1. Tree edit operations

imaginary grid around their password icons. The innovation
in this method is that users do not have to actually click on
their password icons, thus making it more resilient to shoulder-
surfing [11].

B. Picture grammars and tree edit distance measures

The tree based approach to formal languages used in this
study [31], treats syntactic generation of pictures as consisting
of some picture elements or symbols, and the various oper-
ations on them. Tree based generators are made up of two
components: a tree generator that produces the trees and a
picture algebra that evaluates the trees and turns them into
pictures by interpreting the symbols in the trees as picture
operations. The images in this study were produced using this
approach. Tree edit distance is used to determine how similar
two trees are by considering how many edit operations are
needed at the minimum to convert one tree into the other. The
definitions for the grammars used in this study are in [31].

The tree edit distance between two trees A and B, δ(A,B),
can be more formally defined as the minimum cost sequence
of node edit operations (node deletion, node insertion and node
renaming) needed to transform one tree into the other [32]. We
use the standard edit operation costs: cd(v) for deleting node v
and connecting its children to its parents and maintaining the
order; ci(v) for inserting a new node, v, between an existing
node, say w, and the consecutive subsequence of w’s children;
and cr(v, w) for renaming the label of node v to w (Figure 1).
In Figure 1, alphabet letters represent the tree node labels,
while numbers represent the tree node position in tree level
order.

Tree edit distance measure was used to determine the
similarity of the eight distractor images to the pass-image,
displayed in a 3 × 3 on-screen grid, in the prototype visual
password scheme developed in this study.

III. DESIGN AND IMPLEMENTATION

This section discusses the importance of the online sur-
vey in this study and the design and implementation of the
prototype visual password system.

A. Determination of similarity

In order to create a Passfaces type of visual password sys-
tem, we need to grammatically generate images that are similar
to a chosen image. The most important research questions at
this stage were:

1) how to determine that the generated images are
generally regarded as similar?

2) and how to model this human idea of similarity using
a computer system?

To answer the first question, an online survey was con-
ducted with 661 respondents. A series of questions contain-
ing between six to nine images each was presented to the
respondents. The respondents were then required to arrange
the images in order of similarity to the question image. The
question image was also part of the answer images. The online
survey had a total of 50 images in six question sets. The survey
showed that the human idea of similarity is consistent enough
to be modelled. The details of the online survey can be found
in [33].

The second question was addressed by experimentally
determining which of a broad range of state of the art similarity
measures was most suitable for this class of images [34]. This
is because a perceptual similarity survey can only be used on
a small subset of the virtually unlimited number of images
that can be generated grammatically. The similarities of all
the other images that can be generated have to be determined
automatically. Also, the prototype visual password scheme
should be able to dynamically determine the similarity of
generated images. Bottom-up tree edit distance has been shown
to be the most appropriate measure for determining similarity
of this class of images [33]. Thus, our prototype uses bottom-
up tree edit distance in determining similarity of our generated
images.

B. Grammar design

Twenty four tree picture grammars were used in this pro-
totype, in both their deterministic and nondeterministic forms.
Regular tree picture grammars, ET0L tree picture grammars,
grid picture grammars and branching tree grammars and links
grammar. They are all implemented as defined in [31], [35]
and Treebag [31]. ET0L grammar is a generalisation of regular
tree grammars and branching tree grammar is a generalisation
of ET0L grammars with fully parallel derivations. Links for-
malism is a generalisation of chain-code, turtle geometry and
collage formalisms [35]. For example, regular tree grammars
are not able to generate balanced trees (i.e. where all leaves at
the same distance from the root node). Also, it may be difficult
or impossible to generate balanced trees that are symmetric
about the vertical line through the root, but this can easily be
achieved with a branching tree grammar.

The tree picture grammar generator translates these gram-
mars, with the exception of the regular tree grammar, into
one or more top down tree transducers (Figure 2). It has
been shown that ET0L and branching tree grammars can be
converted into an equivalent regular regular tree grammar and
one or more tree transducers [36].

C. Design and implementation of the system

The design of the prototype visual password scheme is
shown in Algorithms 1 and 2. It basically consists of a pass-
image gallery (Figure 3a) that has a snapshot of one image per
grammar for the user to select from. A total of twenty four
tree grammars were implemented in the prototype system. The
user picks a particular type of image to use for authentication.
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Algorithm 1 Algorithm for user registration process
1: Display of user registration screen
2: while the user has not selected up to three pass-images do
3: system display of image gallery (Figure 3a)
4: user selects an image representing a particular gram-

mar from image gallery (Figure 3a)
5: system displays images from selected grammar
6: user selects pass-image and system stores grammar for

the selected pass-image
7: if system is in sequential image generation mode

then
8: system stores production rule sequence number
9: else

10: system stores textual representation of image
abstract syntax tree

11: end if
12: end while
13: registration successful and proceed to authentication
14: End

Algorithm 2 Algorithm for user authentication process
1: Display of user login screen
2: while the user has not selected up to three pass-images do
3: system generates 16 images and selects the most

similar eight images to be used as distractor images
in the following step

4: display of pass-image chosen during the registration
process with the eight distractor images picked in
previous step (Figure 3b, 3c and 3d)

5: if user selects the right pass-image then
6: increment number of pass-images correctly selected
7: repeat while do
8: else
9: while the user has not selected up to three

passimages do
10: system generates and displays a set of

similar distractor images without pass-
image

11: discard user input
12: end while
13: failed login and stop
14: end if
15: end while
16: successful login and stop
17: End

The user is then presented with images generated from the
selected grammar for the selection of a pass-image.

(a) Grammar gallery (b) Example authentication step one

(c) Example authentication step two (d) Example authentication step three

Fig. 3. Grammar gallery and a three step authentication process

Images can be generated in either sequential or random
mode. The sequential mode yields an enumeration of the tree
language generated by the grammar derived in a stepwise
manner, while random generation mode iteratively applies
production rules to all nonterminals in parallel using a random
choice depending on the weight of the production. The default
weight of most productions is one. However, if w represents
the sum of the weight of all productions with left-hand side
L and one of these productions has weight wi, then the
production will be chosen with a probability of wi/w. In
addition, for ET0L and Branching synchronisation grammars,
random table generation results in derivations based on random
table sequences.

The user uses the mouse to select a given pass-image and
the token representing the number of steps or syntax tree for
the image is stored, depending on whether one is using sequen-
tial or random generation grammar mode. This procedure is
repeated two more times to complete the registration process.

The login screen contains the option for registration of a
new user or login of an existing user. When the user types in
a username, the system checks if the username is in the list
of registered users. If the username is not among the list of
registered users, the user is taken to the user registration screen.
However if the username is found in the list of registered users,
the system picks the user’s first image token, generates 16
images around the image token and selects the most similar
eight images to use as distractors, in serial mode. In random
mode, 16 random images are generated and compared with



the image tree of the pass-image and the closest eight images
are selected. In the next step, the pass-image and the eight
distractor images are then presented to the user. The user
then selects his pass-image. At this point, two processing
paths are possible. The first processing path is when the user
selects the right pass-image by using the keyboard. Then the
authentication process is repeated two more times to complete
a successful authentication. If however, the wrong pass-image
is selected, random images from subsequent grammars without
the user’s pass-image are generated and displayed for the rest
of the authentication process and access to the resource is
denied.

There are two reasons for this design decision. The first is
to alert the legitimate user that he has made the wrong choice
of a pass-image and that he has to restart the authentication
process, while the second reason is to leave the illegitimate
user uninformed as to whether he has made the right or wrong
pass-image choice. This prevents the illegitimate user from
knowing how many pass-images he or she has been able to
guess correctly.

Another design decision made, was whether the same
eight distractor images should be used with a given pass-
image or not. The use of different distractor images may
allow a shoulder surfer to guess the right pass-image by the
simple process of elimination i.e. by observing or looking out
for an image that is always appearing on the screen, since
the pass-image must always be on the screen during normal
authentication. Since the images are supposed to be similar and
are randomly placed on the screen during each authentication
session, it will be difficult for the shoulder surfer to guess the
right pass-image. Therefore, the same set of distractor images
is always used. Also, choosing the keyboard for authentication
is also based on the principle of dividing the attention of the
shoulder surfer between the screen and the keyboard in order
to reduce the chances of success. Using the mouse to select
the pass-image may allow the shoulder surfer to memorise the
pass-image by noting the position of the mouse pointer when
the mouse was clicked. Using one hand to select the pass-
image row position (keys 1, 2 and 3 for rows one, two and
three respectively) and the other hand to select the pass-image
column position (keys a, b and c for columns one, two and
three respectively) simultaneously, will divide the attention of
the shoulder surfer between the keyboard and the screen and
will further reduce his chances of success in being able to
identify a pass-image. This process of selecting a pass-image
is repeated two more times to complete the authentication
process.

The prototype of the visual password scheme has been
completed. A simplified pseudocode of the registration process
is shown in Algorithm 1. Algorithm 2 is the pseudocode for
the user authentication process.

D. Scalability and timing

The system consists of components running in parallel as
threads or processes depending on the underlying processor,
and is therefore highly responsive and fast (Figure 2). The test-
bed system is a HP pavilion g series 64 bit Intel pentium P600
2.13 dual core processor laptop, running windows 8.1 with
4 gigabytes of RAM. The system does not have a dedicated

graphics card, and as such its performance will be lower than
that of a computer equipped with one. The system is equipped
with an embedded Intel graphic chipset that uses about 0.2 Gb
of the system RAM. If n1 andn2 are the number of nodes in
tree one and tree two respectively, then the tree edit distance
system has O(n1 + n2) time and the buffered image memory
takes an average of about 70ms to be completely refreshed.
It takes an average of between two to five seconds to display
all nine images on the screen for all the grammars. Overall,
the authentication system can be completed in less than 20
seconds. The system has a main memory footprint of less than
100 MB while running.

The only user data that is stored by the system is an
encrypted string consisting of the username and six pairs of
numbers. Each pair of numbers contains the grammar number
and the pass-image sequence number. The system is designed
to work as a standalone system on desktops, laptops and
high end tablets. It is also highly scalable, when used in a
networked environment with a large number of computers,
with appropriate configuration. For example, on a networked
system (i.e. client server system) with a few grammars (i.e.
24), all the grammars can be stored on the client’s computer
and the only information that will be obtained from the server
will be the user authentication string mentioned earlier. In this
scenario, the number of users using the system is irrelevant,
as the system will be as fast as the processing power of the
client’s computer. However, if the networked system consists
of hundreds of grammars, then the appropriate configuration
will be to download the three grammars selected by the user
during registration to the client’s computer. Thus during au-
thentication, the grammar definition files will be on the client’s
computer, and the number of people being authenticated by
the network will again be irrelevant. The user authentication
string could also be stored on the client’s computer, making
it independent of the network. This is especially useful if
the resource to be accessed is local. Therefore, the system
is highly scalable and responsive, and can even be modified
to run as an applet with appropriate permissions on the
client’s computer. The images should always be generated on
the client’s computer, so as not to obviate one of the most
important advantages of the system and to avoid introducing
scalability issues.

IV. CONCLUSIONS

This paper describes the design of a prototype Passfaces
type of visual password scheme using tree based grammatical
picture generation. The system has the advantage of dynami-
cally generating pass-images instead of the statically displayed
images found in the literature. One advantage of this approach
is that it removes the need for large storage space for the
database of images and the high network bandwidth needed to
sustain the high network traffic generated during authentication
by the passing of images back and forth over the network.
This approach also overcomes the selection bias noted in the
literature, as the images used in this study are all abstract
computer generated images. The problem of limited password
space is also eliminated with our approach as an unlimited
number of images can be generated as well as variability in
the number of pass-images used for authentication. The use
of abstract images and the similarity of the generated images
is a huge deterrent to shoulder-surfing. The granularity of



production rules refers to the amount of observable change
to an image made by each application of production rules.
The ability to control the similarity of the generated images,
by controlling the granularity of both the production rules and
grammar tables used for the generation of the images, is an
additional advantage offered by this approach to the Passfaces
type of visual password scheme. The method used in this study
also overcomes the brute force approach and dictionary attacks
common in alphanumeric and some visual password schemes.
The system is highly scalable and responsive to the user.

A fully implemented working system, deployed in a net-
worked corporate environment could be developed and further
studied. Also, timing considerations and ease of use when
compared to similar systems could be further studied. Test
users of the system could be recalled and tested after a suitable
period of time has elapsed, say six months, in order to deter-
mine long term memorability of this system. User experience
improvements when deployed across multiple devices like
desktops, laptops and tablets with multiple display resolutions
and multi touch capabilities, could be another area for further
research.
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